
[Id 1] Protocol isoiec-9798-2-5, role B, claim type Commit

recv_3 from Charlie
(TicketAdversary1,{ TVPa#4,Kab#2,Charlie,Text3#2 }k(Bob,Alice),{ TNb#3,Bob,Text7#3 }Kab#2)

send_4 to Charlie
(Text8#1,{ TNb#1,Charlie,Text7#1 }Kab#2)

Thread #1
Bob in role B

A -> Charlie
B -> Bob
P -> Alice

Const TNb#1, Text7#1, Text8#1

Var Text6 -> TicketAdversary1
Var Text5 -> Text7#3
Var Text2 -> Text3#2
Var Kab -> Kab#2
Var TNa -> TNb#3
Var TNp -> TVPa#4

Responder

claim_B2
Commit : (Charlie,Bob,Kab#2,Text7#3)

recv_1 from Bob
(TVPa#4,Charlie,TicketAdversary2)

send_2 to Bob
(Text4#2,{ TVPa#4,Kab#2,Charlie,Text3#2 }k(Bob,Alice),{ TNp#2,Kab#2,Bob,Text2#2 }k(Charlie,Alice))

Thread #2
Alice in role P

A -> Bob
B -> Charlie
P -> Alice

Const TNp#2, Kab#2, Text2#2, Text3#2, Text4#2

Var Text1 -> TicketAdversary2
Var TVPa -> TVPa#4

Responder

select { TVPa#4,Kab#2,Charlie,Text3#2 }k(Bob,Alice)
fake sender Charlie

recv_3 from Bob
(TicketAdversary3,{ TNp#2,Kab#2,Bob,Text2#2 }k(Charlie,Alice),{ TNa#4,Charlie,Text5#4 }Kab#2)

select { TNp#2,Kab#2,Bob,Text2#2 }k(Charlie,Alice)
fake sender Bob

recv_2 from Alice
(TicketAdversary5,{ TVPa#4,Kab#2,Charlie,Text3#2 }k(Bob,Alice),TicketAdversary4)

select { TVPa#4,Kab#2,Charlie,Text3#2 }k(Bob,Alice)

send_4 to Bob
(Text8#3,{ TNb#3,Bob,Text7#3 }Kab#2)

Thread #3
Charlie in role B

A -> Bob
B -> Charlie
P -> Alice

Const TNb#3, Text7#3, Text8#3

Var Text6 -> TicketAdversary3
Var Text5 -> Text5#4
Var Text2 -> Text2#2
Var Kab -> Kab#2
Var TNa -> TNa#4
Var TNp -> TNp#2

Responder

select { TNb#3,Bob,Text7#3 }Kab#2
redirect

send_1 to Alice
(TVPa#4,Charlie,Text1#4)

select TVPa#4

Thread #4
Bob in role A

A -> Bob
B -> Charlie
P -> Alice

Const TVPa#4, TNa#4, Text1#4, Text5#4, Text6#4

Var Text4 -> TicketAdversary5
Var Text3 -> Text3#2
Var Kab -> Kab#2
Var T -> TicketAdversary4

Initiator

send_3 to Charlie
(Text6#4,TicketAdversary4,{ TNa#4,Charlie,Text5#4 }Kab#2)

select { TNa#4,Charlie,Text5#4 }Kab#2


