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ABSTRACT

A secret sharing scheme is one of the various
methods to protect a secret data d from leakage.
In a scheme, a data d is broken into pieces
which are shared by a set P of trustees. The
family {P’ C P: P’ can reconstruct the data d} is called
the access structure of the secret sharing scheme. Shamir’s
(k,n)-threshold scheme can realize only the access
structure {P’ C P:|P'| > k}. This paper provides a new
methodology to design a secret sharing scheme realizing
any given access structure.

Data communication systems and computer networks
have been remarkably developed in recent years. Various
types of data are accessed through networks. In this
situation it is necessary to protect a secret data from
leakage. Thus data security has become a serious issue
nowadays.

A secret sharing scheme is one of strategies for data
protection. It is described as follows: There are a secret
data d and a set of persons P = {p1,...,pn}. The data d
is broken into n pieces dy,...,d,, called shadows, and
each d; is distributcd to p; (1 < ¢ < n), in such a way that
1) if P'={pi,,...,p;,} C P is a qualified subset of

persons, then d can be reconstructed from their

shadows {d;,,...,d;}, and
() if P’ ={pi,,...,pi;,} C P is not a qualified subset,
then d cannot be reconstructed from their shadows

{d'il)"‘)dil}‘

The family of all the qualified subsets is called the access
structure of the scheme.

Here, we introduce set-theoretic notation for further
arguments. For a set S, we denote by |S] the cardinality
of S and by 2° the power set of S. Let A C 25. The
family of maximal sets in A is denoted by §+.A:

tA={Ac A:A¢g A forall A’ € A-{A}}.

If P’ is a qualified subset, then any subset P" with
P’ c P" must be so. Thus we have:
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ProrostTioN 1. If A C 2P is an acccess structure
of a scheme, then A satisfies

(A) Ac Aand AC A’ C Pimply A' € A.

Shamir [3] has proposed a secret sharing scheme
based on Lagrange interpolating polynomials. His scheme
is called Shamir’s (k,n)-threshold scheme, which is
described as follows.

Shamir’s (k,n)-Threshold Scheme

(1) Choose a prime power ¢ such that ¢ > n and
let K = GF(g). Also choose distinct elements
Z1,...,8, € K — {0} randomly.

(2) Choose ay,...,ap-2 € K and ap; € K — {0}
randomly, where k < n.

() Let f(z) =d+ a1z + a2 + - - + ap_1zF 1.

(4) Let d; = f(z;) and assign (=z;,d;) to p; for each i,
1<i<n.

In Shamir’s (k,n)-threshold scheme, a set of persons
P'C P can construct the secret data d if |P'|> k.
In other words, Shamir’s (k,n)-threshold scheme has
an access structure {P’ C P:|P'| > k}.
sharing scheme having this access structure is generally
called a (k,n)-threshold scheme. Realizations of a
(k, n)-threshold schemes other than Shamir’s have been
known [1, Section 3.8]. See also [2], [4], and [5] for
secret sharing schemes realizing more general access
structures.

A secret

Let P be a set of persons and let A C 2% be an
arbitrary family satisfying (A) above. Our first problem is:

Problem 1. Given A satisfying (A), how can one

realize a scheme having an access structure A?

Our idea is very simple. We assign several shadows
of a (k, n)-threshold scheme to each person. Formally, it
is described as follows.

Multiple Assignment Scheme
(1) Choose two integers k, m and a prime power g such
that k < m < ¢, and let X = GF(g).

(2) Choose ay,...,a3-2 € K and a;_; € K — {0}
randomly.
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@) Let f(z) = d+ a1z + azz® + -+ + az_12*~1,

(4) Choose distinct elements #,...,z, € K — {0},
let d;=f(z;)) (A <j<m) and let
S ={(z1,d1), .., (&m,dm)}.

(5) Choose D; C S (1 <£i<n), and assign D; to p; for
eachi,1 <i<n=|P|

The assignment of D; to p; is considered as a
function g: P — 25 such that g(p;) = D;. Clearly the
multiple assignment scheme has the following access
structure A:

A:{Qcpz U 9t») zk}.

pPEQ

The standard (k,n)-threshold scheme is viewed as a
special case in which every g(p) is a singleton set.

Our first and main theorem claims that any family
A € 2% satisfying the trivial necessary condition (A) can
be realized as an access structure of a multiple assignment
scheme. In general we define A(g, k) for finite sets P and
S, a function g: P — 25 and a nonnegative integer & by

Alg, k) = {QCP: U ato)| > k} :

P€EQ

Paticularly when S is a set of shadows of a
(k,|S])-threshold scheme, A(g,k) is exactly an access
structure of the multiple assignment scheme defined by S
and g.

THEOREM 1. Let P be a set (of persons). For any
A C 2F satisfying (A), there exist a set S, a function
9:P — 25 and a nonnegative integer k such that
A(g, k) = A.

ProoF. Let B=2F — A. By (A), B satisfies the
following property:
(B) Be Band B' C Bimply B’ € B.
We now construct a set S so that each element of S

corresponds one-to-one to a maximal set of B. That is, we
define

S ={dp:B € 6B},

where dp # dp/ if B and B’ € §*B are distinct. Define
g: P — 25 by

9(r) = {dp: B€ 67 B, pg B}.

We claim A(g, k) = Aif k= [87B| = |9].

We first show A C A(g, k). Assume to the contrary
that there exists @ € A such that Q ¢ A(g, k). Then
Upeq 9(p) # S since k = |S]. Thus dp € S ~ Upeq 9(p)
for some B € 0*B. Therefore for every p € Q, dg & 9(p)
and so p € B. Hence Q C B. By the property (b) @ € B.

Thus @ € AN B, contradicting the definition of B.

Next, we show that A(g,k) C A.
the contrary that there exists @ € A(g,k) such that
Q¢ A. Since @ ¢ A, Q € B and hence Q C B for some
B € 8% B. By the definition of g, dp & g(p) for all p € Q.
Therefore dp ¢ UpEQ 9(p), and hence Q & A(g,k), a
contradiction. B

Assume to

By Theorem 1, we may call a family A4 C 22 an
access structure (of some multiple assignment scheme) if
A satisfies (A).

Next, we investigate the case in which a required
access structure 4 is not fully but partially described. That
is, consider the case in which A4 and By C 2% are given;
Ap is a family of sets which should be contained in an
access structure, while By is a family of sets which should
not be contained in an access structure. Our second
problem is formalized as follows.

Problem 2.  Given Ay, By C 2%, does there exist
an access structure A C 2F such that Ag C A and
By C 2P — A?

The next theorem presents a necessary and sufficient
condition for the existence of such an access structure.

THEOREM 2. Let Ay, Bo C 2. Then there
exists an access structure A such that Ay C A and
By C 28 — A if and only if
(C) A¢ B forall A€ Ay and B € Bg.

PROOF.  Necessity: Assume that there exists an
access structure A such that 4y C A and Bo[).A = 0.
Assume further that A C B for some A € A; and B € B,.
Since AC B and A€ A, BeA So BeBy()A a
contradiction.

Sufficiency: Suppose that the condition (C) holds.
Define Ay as

Ay ={AC P:A' C Afor some A’ € Ap}.

Then clearly A; satisfies (A) and hence is an access
structure. Also evidently Ag C A;. The only thing we
have to see is Bo[. Ay = 0. Assume By (A7 # 0, say
Q € BoNAy. Since @ € A7, there exists A € Ag such
that A C Q. However, this contradicts (C) since Q € Bo.
|

Given Ay, By C 27 satisfying (C), we can realize
the required access structure by first finding an access
structure Ay and then realizing it by the multiple
assignment scheme. However, a simpler way exists, as
shown in the following theorem.

THEOREM 3. Suppose that Ay and By C 2P satisfy
(C') Let S={dg:B ¢ 6+Bo} (dg # dg/ if B # B'),
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and let k = |S|. Define g: P — 25 by
9(p) = {dp: B € 8¥B,,p ¢ B} .

Then Ao C A(g, k) and By C 2P — A(g, k). H

The proof is omitted since it is similar to that of
Theorem 1. Note that Aj in the proof of Theorem 2 is
not always equal to A(g, k) in Theorem 3.

A multiple assignment scheme constructed in the
proof of Theoorem 1 uses |3* B| shadows. In some cases
|0F B| may become very large compared with |P], the
number of persons.

This scheme is flexible for the case in which a new
member joins in P. Suppose that a multiple assignment
scheme realizes an access structure 4; C 2P on a set of
persons Pi, with an assignment function g;: P; —s 251,
Suppose further that new members p},...,p, join in P,
and that A, is extended into a new access structure .4, on
Py = PLU{p},...,p.}. Our third problem is:

Problem 3. Can a scheme realizing A; be easily
updated so that a new scheme realizes A7

The answer is affirmative if the new access structure
Az is a natural extension of A;, that is, 4; C A, and
By C By, where B; = 25 — A; (i =1,2). We can realize
such a structure A; by modifying and extending g; and
5.

LEMMA 1. Let Py and P, be sets (of persons)
such that Py C Py, let A; C 2% (i=1,2) be an access
structure, and let B; = 2% — A; (i=1,2). Suppose
A1 C Ay and By C By. Then for every B, € 0B,
there exists B' C P, — P, such that B; U B' € §+B,.

PROOF. Let B; € 87B;. Then B; € B;. Since
By C Bz, By € B;. Therefore there exists By € 8% B,
such that B, C B;. Now the only thing we have to see is
B'=By—B; C P~ P. Assume B’ ¢ P,— P;. Then
B'NP,#0, say pp e BBNP. Since p, € By— B,
and B; € 6+Bl, B U{p]_} ¢ Bi. Since B; U {pl} C B,
B, U{p} € A; C A,. However, since p; € B,
and By C By, By U {pl} C Bs. Since By € 07 Bs,
B, U{p,} € B,. Now we have B, U {m}teAnB,, a
contradiction. H

Note that |0 B;| < |§+B,| by Lemma 1.

THEOREM 4. Let P;, Ay, Bi (i=1,2) be as
in Lemma 1. Let Sy ={dp:B € 0tB;}, and define
91:PL — 2% by ¢1(p) = {dp:B € 8By,p ¢ B}.
(Then A(gy,|S:|) = Ay by Theorem 1.) In this
situation Sy = {dp: B € 8T B2} and go: P, — 257 can
be chosen so that

(&) Sl C 52)
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(b) 91(») C g2(p) for every p € Py, and
(c) Alg2,|S2]) = As.

PROOF. By Lemma 1, for every B € 1B, there
exists Qp C P, — P, such that BUQp € §+B,. We
extend the set S; to a set Sy by choosing dpug, € S so
that dpug, = dp € S1. Now we define gy: Py —+ 257 a5
in the proof of Theorem 1:

92(p) = {dp: B € 0" B,,p ¢ B}.

Clearly (a) and (c) holds, so we should show that (b)
holds. Let p € P, and dg € gi(p). Then B € 8*B; and
p¢B. Since pe P, pg BUQp € §*B,. Hence
dBuQs = dp € ga(p). Thus g1(p) C gao(p). M

By Theorem 4, when a new access structure Az on
P, is a natural extension of 4; on P,, the new assignment
function can be obtained simply by adding several new
shadows to each member of P,. Thus one can update
the scheme without ridding old members of possessed
shadows.

However, we must consider one more. Theorem
4 says nothing about how to realize access structures
Ay and A; using S; and S,.  A; is realized by
using an (|1, |Sy])-threshold scheme, while 4, by an
(18|, |S2)-threshold scheme. So we must alter the scheme
when we extend 4; to A,. This can be done as follows.

Assume that A; is realized by the multiple
assignment scheme with &k = m = |Sy]. Let
k' = |9, Then &k <k by the note after
the proof of Lemma 1. Suppose that S is
defined by fi(z) = d+ a1z + azz? + - .- + ap_12F 1, ie.
S1={(zi, fu(®:)):1 < i<k}, where ,...,2; € K
are distinct and a;,...,ax_; € K are chosen
randomly (ag—; # 0). When we extend an
access structure, we first take a},...,a}_; € K
randomly, but under the condition that af,_, # 0 and
that fo(z) = d+ a1z + a4 + -+ a},_,z* -1 satisfies
fo(zi) = fi(mi) A <i<k). Next, take distinct
elements zpi1,...,T0 € K — {0,21,...,2x} and set
Sy = {(z:, fa(2:)):1 < i< k'}. Then S, has the desired
property. Such a alteration is possible in most cases.
More formally, this alteration can be done if &' # k + 1
and k' < ¢—1. To see this, note that the condition
fa(zi) = fi(=) (1 < i < k) is equivalent to

ai —a
7
: ag —az
1 =z g2 . 0
'
1 =z, 2!5 =2 ; : 0
ak_l = Ap—1 =
' :
. . - . a
i k
1z ... mi ~2 . 0
\ iy
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If k"> k+2, then the k x (k' — 1) matrix above has

rank k < k'~ 1, and hence one can select af,...,a}_;
as desired. If ¥ <¢—1, one can trivially select
Tk41,...,Zk. On the other hand, if %' = k, then we

need not change S;. (If k' = k+ 1, then the condition
fi(zi) = fa(=) (1 <i<k) forces aj,_, =0, and the
degree of the polymnomial fp(x) would be less than
E—-1)

In this paper, we have shown that the multiple
assignment scheme can realize any access structure.
However, the number of shadows used in the scheme
might be quite large although it is bounded from above by
|8 B| where B is the complement of the access structure.
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