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Assignment 9.1: Security of encryption schemes
Let Π = (K, E ,D) be an encryption scheme. In the lecture, we have defined that Π is type-0
secure if for all probabilistic polynomial-time adversaries A

Adv0
Π[η](A) =

∣∣∣Pr[k, k′ R← K(η) : AEk( · ),Ek′ ( · )(η) = 1] −

Pr[k
R← K(η) : AEk(⊥),Ek(⊥)(η) = 1]

∣∣∣
as a function of η is negligible.

(a) Show that Π is not type-0 secure, if E is deterministic.

(b) Suppose Π is which-key revealing. Show that it is not type-0 secure and modify the
definition to capture the security of which-key revealing encryption schemes.

(c) Suppose Π is length-revealing. Show that it is not type-0 secure and adapt the definition
to capture the security of length-revealing encryption schemes.

(d) Show that the modified definition obtained by replacing Ek′(·) by Ek′(⊥) in the first
probability is as strong as the original one. Hint: Consider all pairwise differences
between the following probabilities and use the triangle inequality to relate them:

p(η) = Pr[k, k′
R← K(η) : AEk(·),Ek′ (·) = 1]

q(η) = Pr[k, k′
R← K(η) : AEk(·),Ek′ (⊥) = 1]

r(η) = Pr[k
R← K(η) : AEk(⊥),Ek(⊥) = 1]

Solution

(a) We define an adversary as follows:

Af,g(η) : x
R← f(⊥);

y
R← f(1);

return (x 6= y)

It is easy to see that Adv0
Π[η](A) = 1.
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(b) Since Π is which-key revealing there is a function samekey(x, y) such that samekey(x, y) =

1 iff k = k′, for x R← Ek(⊥), y R← Ek′(⊥), and k′, k′ ∈ K(η). We construct A as follows:

Af,g(η) : x
R← f(⊥);

y
R← g(⊥);

return samekey(x, y)

The first probability of the advantage Adv0
Π[η](A) tends to 0 as η increases, while the

second one equals 1. Hence, the advantage Adv0
Π[η](A) will tend to 1 as η increases.

Here is a definition of (type-2) security for which-key revealing encryption schemes:

Adv2
Π[η](A) =

∣∣∣Pr[k R← K(η) : AEk(·)(η) = 1]− Pr[k R← K(η) : AEk(⊥)(η) = 1]
∣∣∣

(c) Since Π is length-revealing there is a function l, available to the adversary, such that
l(x) = |m| for x R← Ek(m) and k R← K(η). We define A as follows:

Af,g(η) : x
R← f(1)

y
R← f(199);

return (l(x) = l(y))

The result follows directly, since f is instantiated to Ek(·) in the first experiment and to
Ek(⊥) in the second.

Here is a definition of (type-1) security for length-revealing encryption schemes:

Adv1
Π[η](A) =

∣∣∣Pr[k, k′ R← K(η) : AEk(·),Ek′ (·)(η) = 1] −

Pr[k
R← K(η) : AEk(0|·|),Ek(0|·|)(η) = 1]

∣∣∣
(d) We show that the modified type-0 security implies the original one, i.e., the negligibility

of ∆00 = |q(η)− r(η)| implies the negligibility of ∆0 = |p(η)− r(η)|. By the equation

p(η)− r(η) = (p(η)− q(η)) + (q(η)− r(η))

and the triangle inequality, we get

∆0(η) ≤ ∆00(η) + ∆(η)

where ∆(η) = |p(η)−q(η)|. Since the sum of two negligible functions is also negligible,
it is sufficient to show that the negligibility of ∆00(η) implies the negligibility of ∆(η).

We do this by contradiction, i.e., we assume that ∆00(η) is negligible and ∆(η) is non-
negligible for some probabilistic polynomial-time adversaryAf,g(η). The proof is based
on two simple observations.
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First, we observe that in both p(η) and q(η) the first oracle passed to Af,g(η) is f =
Ek(·). Therefore, we can construct the following adversary Bf,g(η), which achieves the
same result asAf,g(η) (i.e., showing that ∆(η) is non-negligible) while ignoring the first
oracle f :

Bf,g(η) : k
R← K(η);

b
R← AEk(·),g;

return b

We have simply shifted the (public) key generation inside the adversary B and present
to the adversary A the same first oracle Ek(·) (i.e., with exactly the same distribution) as
before.

The second observation is that the oracles f passed to Af,g in q(η) and r(η), namely
Ek(·) and Ek(⊥), are the same as the oracles g passed to Af,g in p(η) and q(η) (the
different name of the key is not relevant). Therefore, we use the adversary B to show
that ∆00(η) is non-negligible, by simply swapping oracles f and g: Af,g00 (η) = Bg,f (η).
This contradicts our assumption that ∆00(η) is negligible.

Assignment 9.2: Formal and computational equivalence
In this exercise, we explore the definitions of formal and computational equivalence of terms.

(a) Prove or disprove the following equivalences:

(1) K ≡ K ′, K ∼= K ′, and [[K]]Π ≈ [[K ′]]Π

(2) ({|0|}K4 , K1) ≡ ({|0|}K2 , K1)

(3) (K1, {|0, {|K4|}K2|}K1)
∼= (K2, {|0, {|1, 1|}K7|}K2) and same with ≡.

(b) Model a length-sensitive variant of the formal equivalence relation≡, i.e., a relation that
is able to distinguish undecryptable ciphertexts of cleartexts with different lengths.

(c) Prove that [[{|0|}K ]]Π ≈ [[{|1|}K ]]Π.
Hint: do a specialized version of the computational soundness proof.

Solution

(a) (1) K ≡ K ′ does not hold since pattern(K) = K 6= K ′ = pattern(K).
K ∼= K ′ holds, since K ≡ K ′[K ′ 7→ K].
[[K]]Π ≈ [[K ′]]Π holds, since [[K]]Π[η] = K(η) = [[K ′]]Π[η] for each η ∈ N, i.e.,
formal keys are mapped to cryptographic keys sampled from a fixed distribution
K(η), independently of their formal name.

(2) ({|0|}K4 , K1) ≡ ({|0|}K2 , K1) holds, since both messages have the same pattern,
namely, (�, K1).
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(3) Let M = (K1, {|0, {|K4|}K2|}K1) and N = (K2, {|0, {|1, 1|}K7 |}K2). We have

pattern(M) = (K1, {|0,�|}K1)

pattern(N) = (K2, {|0,�|}K2)

Therefore, M 6≡ N . However, we have M ∼= N , since M ≡ N [K2 7→ K1].

(b) Replace the pattern � to by an indexed version �l, where l ∈ N indicates that length of
the cleartext that cannot be extracted. Modify the p function as follows:

p({|M |}K , T ) =

{
{|p(M,T )|}K if K ∈ T
�|M | otherwise

The definitions of pattern(M), M ≡ N , and M ∼= N remain the same.

As an example, with this definition we have

pattern({|1|}K) = �|1| 6= �|0,0| = pattern({|0, 0|}K)

for all reasonable definitions of the length function | · | (e.g., for |0| = |1| = 1 and
|(x, y)| = |x|+ |y|+ 1).

(c) Suppose that Π is a type-0 secure encryption scheme. We have {|0|}K ≡ {|1|}K , since
both terms map to the pattern �. Let

p(η) = Pr[x
R← [[{|0|}K ]]Π[η] : A(η, x) = 1]

q(η) = Pr[x
R← [[�]]Π[η] : A(η, x) = 1]

r(η) = Pr[x
R← [[{|1|}K ]]Π[η] : A(η, x) = 1]

Suppose for a contradiction that [[{|0|}K ]]Π 6≈ [[{|1|}K ]]Π. Hence, there is a probabilistic
polynomial-time adversary A such that

ε(η) = |p(η)− r(η)|

is non-negligible. Next, we rewrite ε(η) as

ε(η) = |(p(η)− q(η)) + (q(η)− r(η))|

Let λ(η) = |p(η)− q(η)| and λ′(η) = |q(η)− r(η)|. The triangle inequality implies that
for each η ∈ N we have λ(η) ≥ ε(η)/2 or λ′(η) ≥ ε(η)/2.

Since ε(η) is non-negligible, there is a c ∈ N and such that ε(η) > η−c for infinitely
many η ∈ N. Hence, there are infinitely many η ∈ N such that λ(η) > η−c/2 or in-
finitely many η ∈ N such that λ′(η) > η−c/2. Suppose the former is the case. (The
proof for the later case is analogous.) Then λ(η) is non-negligible, since there are in-
finitely many η ∈ N such that λ(η) > η−(c+1). Therefore, the adversary A is also able
to distinguish [[{|0|}K ]]Π and [[�]]Π.
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Next, we construct an adversary Af,g0 violating the type-0 security of the encryption
scheme:

Af,g0 (η) : y
R← f(0);

b
R← A(η, y);

return b

It is easy to see that in AEk(·),Ek0
(·)(η) the call f(0) returns a sample from [[{|0|}K ]]Π[η]

while in AEk0
(⊥),Ek0

(⊥)(η) it returns a sample from [[�]]Π[η]. Hence, we have proved

p(η) = Pr[k, k0
R← K(η) : AEk(·),Ek0

(·)(η) = 1]

q(η) = Pr[k0
R← K(η) : AEk0

(⊥),Ek0
(⊥)(η) = 1]

and therefore Adv0
Π[η](A) = λ(η), which contradicts the assumed type-0 security of Π,

since λ(η) is non-negligible.
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