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Assignment 7.1: Stepwise refinement
Let us consider the “simulation square”:
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abstract system Sa = (Sa, Ia, Ra)

t
Rc // t′ concrete system Sc = (Sc, Ic, Rc)

Here, R is the simulation relation and Id is the identity relation corresponding to skip.

(a) Show that condition (2) on slide 8 of Module 8 that is graphically represented by the
simulation square above is equivalent to

R; Rc ⊆ (Ra ∪ Id); R

where the semicolon (;) denotes relational composition defined by

R; R′ = {(x, y) | ∃z. (x, z) ∈ R ∧ (z, y) ∈ R′}.

(b) Show that the refinement relation v is reflexive and transitive.

Hint: This is easiest to see using the graphical representation for intuition together with
the formulation in (a) for a very concise formal proof.

(c) Consider abstract and concrete systems specified by (unparametrized) guarded com-
mands of the following form:

name ≡
G(v) guard: enabling predicate
v := f(v) action: assignment

Such a guarded command defines a transition relation on the set of states S as follows:

R = {(s, s′) ∈ S × S | s ∈ [[G]] ∧ s′ = [[f ]](s)}
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where [[G]] ⊆ S is the set of states (interpretations of the variables v) satisfying G(v),
and [[f ]] : S → S is the function on states induced by the expression f(v).

Instantiate the simulation condition (2) from slide 8 of Module 8 with relations Ra and
Rc of this particular form (i.e., with guards Ga and Gc and action functions fa and fc)
and simplify the result in order to obtain (semantic versions of) guard strengthening and
action refinement.

Assignment 7.2: Security Protocol Refinement
Let us consider the third refinement step constructing the Otway-Rees/AN protocol from the
abstract channel version. The simulation relation used in this refinement is:

kt2 .cthds = kt3 .cthds ∧ kt2 .sthds = kt3 .sthds ∧
chan = absMsg(parts(IK )) ∧ ikk(chan) = keys(IK )

Recall that parts(H) closes the set H of messages under all submessages (i.e., adds both
projections of pairs and the cleartext in ciphertexts in H).

(a) Give the full definition of the message abstraction function absMsg (one case appears
on slide 36 of Module 8).

(b) Show that step 4 of the protocol refines its abstract counterpart. The guard strengthening
and (incomplete) action refinement conditions are listed on slide 40 of Module 8. Which
properties of parts do you need to prove these conditions?

(c) Show that the concrete protocol (3rd refinement) is executable. Start from the ini-
tial state, where there are no threads and the intruder knowledge is IK 0 = Agents ∪
{sk(i, s)}. For each step in the sequence, check that its guard is true in the current state
and write down the state resulting from the actions.

(d) Simulate this protocol execution on the level of the abstract protocol (2nd refinement).
Check that the simulation relation holds after each step.

(e) We want to understand why the intruder of the second refinement needs to send a set
of messages instead of just a single one. Consider the abstract state s3 with intruder
knowledge IK 3 and the concrete state t3 with channel messages chan3 obtained after
the first three execution steps in (c) and (d) above.

Write down the additions to the intruder knowledge IK after each step of the following
concrete execution sequence starting in state t3:

DY fake(〈〈c, d, nb〉, {|nb, a, b, kab|}sk(b,s)〉) IK 4 = IK 3 ∪ {. . .}
kt3 step4 (a, b, nb, kab, 〈c, d, nb〉) IK 5 = IK 4 ∪ {. . .}
kt3 step2 (c, d, nb, nd) IK 6 = IK 5 ∪ {. . .}
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We must be able to simulate this sequence by a corresponding sequence in the second
refinement starting in state s3:

fake(M) chan4 = chan3 ∪M
kt2 step4 (a, b, nb, kab) chan5 = chan4 ∪ {. . .}
kt2 step2 (c, d, nb, nd) chan6 = chan5 ∪ {. . .}

Write down the additions to the channel variable chan after each step of the sequence.
Discover the content of M during the simulation by inspecting the guards of the guarded
actions following fake(M): Which messages need to be in M in order to ensure the
executability of this sequence?
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