
S. Mödersheim
Ch. Sprenger

AS 2009

Formal Methods for Information Security

Exercise Sheet 10

Hand-in date: Dec 7, 2009

Assignment 10.1: Lucy and Holly’s 2-bit machine
Let us apply the Unwinding Theorem to the concrete example of Holly and Lucy’s 2-bit ma-
chine from the lecture slides (see Module 11, slides 8,12-13). We reproduce the definition
here for convenience. First, we define the following sets:

• states S = Bool ×Bool,

• actions A = U × C with users U = {Holly, Lucy} and commands C = {flip, skip},

• outputs O = Bool ×Bool ∪ Bool.

The steps and outputs of the original machine M are defined as follows:

step((h, l), (u, flip)) = (h, l) output((h, l), (Holly, c)) = (h, l)

step((h, l), (u, skip)) = (h, l) output((h, l), (Lucy, c)) = l

The modified machine M ′ is the same except that (Holly, flip) complements only the h bit:

step((h, l), (Holly, flip)) = (h, l)

We have two security domains D = {H,L} and dom maps Holly’s actions to H and Lucy’s
actions to L. The security policy is defined by = {(L,H), (L,L), (H,H)}, i.e., all flows
are allowed except for those from H to L.

(a) Use the unwinding theorem to prove that the modified machine M ′ is secure for .
Hint: First, define the view-partitioning relations u∼, making sure that they are equiva-
lence relations, and then check that they satisfy the conditions of the unwinding theorem.

(b) Keeping the same definition of u∼ as in (a), determine which condition of the Unwinding
Theorem fails to hold for the original machine M . Is this failure sufficient to conclude
that M is insecure for ?
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Solution

(a) We define the relations u∼ for u ∈ {H,L} as follows:

(h, l)
L∼ (h′, l′) iff l = l′

(h, l)
H∼ (h′, l′) iff h = h′ ∧ l = l′

These relations inherit the property of being an equivalence relation from equality. Next,
we have to show that the three condition of the unwinding theorem are satisfied.

Output consistency This condition requires that

s
dom(a)∼ t ⇒ output(s, a) = output(t, a)

We consider each domain in turn. First, suppose (h, l)
L∼ (h′, l′), i.e., l = l′.

Output consistency follows immediately:

output((h, l), (Lucy, c)) = l = l′ = output((h′, l′), (Lucy, c)).

Second, suppose (h, l)
L∼ (h′, l′), i.e., h = h′ and l = l′. Again output consistency

is immediate form the definitions:

output((h, l), (Holly, c)) = (h, l) = (h′, l′) = output((h′, l′), (Holly, c)).

Step consistency This condition requires that

s
u∼ t ⇒ step(s, a)

u∼ step(t, a)

Suppose (h, l)
u∼ (h′, l′). We have to show that

step((h, l), (Lucy, flip)) = (h, l)
u∼ (h′, l′) = step((h′, l′), (Lucy, flip)) (1)

step((h, l), (Holly, flip)) = (h, l)
u∼ (h′, l′) = step((h′, l′), (Holly, flip)) (2)

step((h, l), (Lucy, skip)) = (h, l)
u∼ (h′, l′) = step((h′, l′), (Lucy, skip)) (3)

step((h, l), (Holly, skip)) = (h, l)
u∼ (h′, l′) = step((h′, l′), (Holly, skip)) (4)

The assumption (h, l)
u∼ (h′, l′) immediately implies equivalences (3) and (4).

Equivalences (1) and (2) for u ∈ {H,L} are easily seen to hold by unfolding the
definition of u∼.

Locally respects This requires that

dom(a) 6 u ⇒ s
u∼ step(s, a)

Since 6 = {(H,L)}, we only need to consider actions (Holly, ) and u = L, i.e.,
we have to show that

(h, l)
L∼ (h, l) = step((h, l), (Holly, flip)) (5)

(h, l)
L∼ (h, l) = step((h, l), (Holly, skip)) (6)

Both equivalences clearly hold by the definition of L∼.
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We have thus proved that all three conditions of the Unwinding Theorem hold for ma-
chine M ′ and therefore M ′ is secure for .

(b) The proof fails when we try to show that the original machine M locally respects . In
particular, for machine M equivalence (5) above becomes

(h, l)
L∼ (h, l) = step((h, l), (Holly, flip)).

By the definition of L∼ this requires l = l, which clearly fails to hold.

However, even considering the completeness theorem for unwinding, this is not suffi-
cient to derive that M is insecure. We might have chosen the “wrong” definition of the
view-partitioning relations u∼.

In order to know that M is insecure, we need to construct a concrete counterexample
showing that for some action sequence α and action a we have

test(α, a) 6= test(purge(α, dom(a)), a)

as it is done on the lecture slides. The failure of the proof of that M locally respects
the policy gives us a strong hint for the construction of such a sequence α: it should
certainly contain the action (Holly, flip). Indeed, α = (Holly, flip) and a = (Lucy, skip)
yields a minimal counterexample for an arbitrary fixed initial state (h0, l0):

test((Holly, flip), (Lucy, skip)) = l0

test(purge((Holly, flip), L), (Lucy, skip)) = l0

Assignment 10.2: Unwinding theorem
Complete the proof of the Unwinding Theorem for basic non-interference, which is stated
together with a proof sketch on slide 17 of Module 11.
Hint: This is not difficult.

Solution

See John Rushby’s paper [pdf], pages 10ff. The paper is also available from the course material
web page.
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http://www.infsec.ethz.ch/education/as09/fmsec/course_material_secured/rushby-report-csl-92.pdf
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